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Abstract
We present an experimental mechanism for enriching web content with quality metadata. This mechanism is 
based on a simple and well-known initiative in the field of the health-related web, the HONcode. The Resource 
Description Framework (RDF) format and the Dublin Core Metadata Element Set were used to formalize these 
metadata. The model of trust proposed is based on a quality model for health-related web pages that has been 
tested in practice over a period of thirteen years. Our model has been explored in the context of a project to 
develop a research tool that automatically detects the occurrence of quality criteria in health-related web pages.
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Introduction

The Semantic Web (SW) aims to facilitate a more structured web that will enable exploitation by 
machines for improved services, such as information searching. Building the SW has proved to be 
a complex task; however, and more than 13 years have passed since the first specification of its 
principles. Fortunately, during this period, the building blocks of the SW have been created, such 
as the definition of the Resource Description Framework (RDF; language of the SW), OWL (ontol-
ogy of the SW) and SPARQL (Query language for RDF).

Recent advances in Web 2.0 technologies, such as collaborative tagging (Folksonomy),1 or the 
exploitation of semi-structured information from wikis (i.e. DBpedia triples from Wikipedia content), 
offer the resources required to fulfil some of the expectations of the SW. In the SW, quality issues 



Gaudinat et al. 117

become even more important; since its collaborative and hidden nature implies, reduced control 
and traceability between the producer and the consumer of information.

Trust and quality are concepts that are difficult to define; Artz gives a rather exhaustive outline 
of what trust is on the internet within the context of the SW.2 A multitude of factors contribute to 
trust; Gil lists more than 19 different factors.3 In the health-related domain, HONcode, started in 
1995,4,5 and provides a set of ethical principles defined by the HON Foundation, with a consensus 
of health information editors, to assess the quality of online health information.

HONcode is not the only initiative to address the problem of the quality of health-related web 
pages. Risk6 and Boyer7 give an overview of the most important initiatives, such as URAC8 in the 
USA, Hi-Ethics and WMA9 in Spain.10 With respect to the vocabulary used to describe the quality of 
health-related web pages, the HIDDEL11 language and WebMedQal criteria12 are more complete 
initiatives. More recently, the POWDER protocol (protocol for the description of web resources)13 
seems to be a very promising language for interoperability purposes because of its generic features.

Here, we present an operational trust model based on the HONcode activity and results, with 
original parts, such as the automatic generation of P3P (Platform for Privacy Preferences)14 policies 
and an automatic detection of ethical and quality principles, developed in the PIPS project.15 The 
developed protocol, based on RDF format, has no ambitions of standardization. HIDDEL was too 
complicated and not adapted to our needs, and POWDER didn’t exist at the time of the PIPS project. 
Our approach is only guided by two principles followed by HON since its inception: 1) keep it as 
simple as possible; and, 2) keep it functional.

Method

This research work was carried out within the framework of the European project, PIPS. The ambi-
tious goal of PIPS was to develop and pilot a Health & Life knowledge and service support envi-
ronment16 in the form of a mobile healthcare service, to deliver personalised healthcare services to 
patients at any time and place, with a real-time evaluation of the patient’s state. A significant part 
of the work in PIPS was devoted to ensuring the trustworthiness of the information and operational 
services through the use of a model of trust. This model of trust is based on the well-known code 
of conduct, the HONcode. In the following sub-sections we present:

 • the manual certification process based on the 8 principles of HONcode;
 • an automatic approach for the detection of quality standards based on HONcode;
 • an approach for reinforcing the principle of privacy by the automatic generation of P3P 

policies;
 • the representation of HONcode certification using various meta-tags.

Manual Approach

The trust model proposed in this paper for health-related information in the SW is based mainly on 
HONcode. The eight principles of this code represent rules of universal transparency (Table 1).

Health-related websites applying for HONcode certification must clearly disclose an explanation 
of how they respect the eight principles. For example, the privacy principle means that a website 
should disclose how it ensures the confidentiality of its visitors’ personal data. In other words, to 
guarantee that personal information, including identity, is securely managed, used and diffused. 
Website owners undertake to disclose where a website (and its mirror sites) are located with respect 
to the legal requirements of medical/health information privacy that apply in that country. A website 



118  Health Informatics Journal 17(2) 

must clearly state how it respects this (and the other principles), in order to be certified. More specifi-
cally, concerning privacy, it must state that: “We respect and are committed to protecting your privacy. 
1. We do not monitor individual usage of the Web site. 2. We collect site usage statistics from our 
server logs. This data helps us to manage and plan resource updates, which will be used as part of 
the evaluation of the site.”.

HONcode certification is not only a code of conduct; this is only the visible part of the third party 
certification. It also concerns how these rules are applied (the procedure) and how access to the 
results of certification is provided to the end-user. Furthermore, in order for the certification to be 
efficient and valid (a difficult task due to continuous growth of online documents) the manual 
reviewing process needs to be complemented by automated means. Such means are presented in 
the following sub-section.

Automatic approach

As with methods based on supervised learning, such as filtering spam e-mails,17 the idea is to use, as 
training examples, the large number of websites where the HONcode principles have already been 
applied. These examples are collected regularly by HON reviewers. For instance, we can train a system 
to recognize a declaration of confidentiality using examples of pages of already certified websites.

The use of such supervised learning approaches in text categorization is generally very effective 
given the availability of a good training corpus. These approaches are able to capture and model 
events that an expert may have not identified (compared to a system based on rules).

The automatic detection of quality criteria is a rather recent subject of research. Initiated in 1999 
by Price,18 little progress was made prior to 2006 when Wang proposed a rule-based approach.19 
More recently in 2007, supervised training was applied by Gaudinat20 and also by Aphinyanaphongs.21 
The HON automatic detection approach is based on a rich model built on the eight principles of the 
HONcode, using training data from several languages, independently of the specific health-related 
domain. In previous work, we have shown that, for certain principles, it was possible to improve 
the detection of pages related to quality criteria by combining the contents of the pages and their 
URLs .22,23 For example, keywords contained in a URL are the best indicator when they are present 
(e.g. www.cdc.gov/nchs/about/policy/confidentiality.htm for principle three, or www.alz.org/about
_us_about_.asp for principal one).

The automatic control of quality criteria led to quantitative confirmation of the adequacy of the 
HON model of trust. The effectiveness of automatic detection was measured on a set of 7000 non-
HONcode certified health-related websites selected by HON. These sites are accessible via the search 

Table 1. Short description of the eight HONcode Principles

Principle Short Explanation

1.  Authority Give qualifications of authors
2. Complementarity Information to support, not replace
3. Confidentiality Respect the privacy of site users
4. Attribution Cite the sources and dates of medical information
5. Justifiability Ability to back claims
6. Transparency Accessibility, provide valid contact details
7. Financial disclosure Provide details of funding
8. Advertising Clearly distinguish advertising from editorial content
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engine used in PIPS (c.f. Results and discussion, Figure 4.). For example, the user can perform a search 
by filtering only the pages of sites that contain the charters of privacy and authority information.

Enriched certificates

A Website certified by HON hosts a HONcode seal within its pages. By clicking on this seal, site visi-
tors are guided to a HTML page providing information about the validity of the certification. Apart 
from the simplified HTML human-readable version, the same certificate is also available in RDF, a 
machine-readable format. Tables 2 and 3 contain the information available in this RDF.

Table 2. Dublin Core Tagging, HONcode certificate

Meta Tag Function Example

dc:identifier Site URL http://www.medlineplus.gov/
dc:title Site title National Library of Medicine’s MEDLINEplus
dc:description Site desciption Assists consumers in locating appropriate. . .
dc:type Document type Text/html
dc:format Format type Text
dc:language Site languages En, Es
dc:date First review 06 Sep 1999
dc:subject Keywords list Vitamins, Diseases, Nutrition, Oncology, 

Pharmacy, Drugs, Emergency

Table 3. Specific Tagging, HONcode certificate

Meta Tag Function Example Possible values

honcode:pin HONcode site ID HONConduct166259 . . .
honcode:audience Site URL Individuals Individuals, Medical 

Professionals, Healthcare 
Providers

honcode:status Site status Compliant Compliant, under_re-exam, 
under_review, asking, bad

honcode:initialReview Initial review 06 Sep 1999 . . .
honcode:lastReview Last review 17 July 2008 . . .
honcode:townLocation Town location Bethesda . . .
honcode:countryLocation Country location USA . . .
honcode:mainContent Main content Links Links, Description of 

services or products, 
Medical/Health information

honcode:siteType Site type Government Individual, Commercial, 
Educational, Organization, 
government, network, 
military, Non-profit

honcode:siteSize Size of the site Big (Database) 1 Page, Small (< 10 pages), 
Medium (> 10 pages), Big 
(Database)
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P3P generation

The Platform for privacy preferences (P3P)14 is a standard for communicating the privacy policies 
of websites to clients (e.g. web browsers). With P3P, a web client can retrieve a machine-readable 
privacy policy from a web server.

P3P is an initiative to protect the privacy of internet surfers. However, a study by the CyLab 
Privacy Interest Group of Carnegie Mellon showed that, in fact, the majority of Websites do not 
have a P3P policy.24 Out of the 75 most popular websites in the study, only 23% had a P3P policy 
and, in a random selection of 78 websites, only 11% had a P3P policy.

Thus, although P3P is available through most popular web browsers, it is not widely used. Reasons 
include the complexity of installation within websites and users’ ignorance of this security 
feature.25

Within the PIPS project, P3P was used for all negotiations between the various actors (patient/
professional) and internal services within the system.

In order to promote the use of P3P, we decided to automatically “upgrade” existing privacy 
disclosures to their P3P equivalents. The P3P equivalents were created automatically from the 
data provided through the HONcode questionnaires answered during HONcode certification, a 
process illustrated in Figure 1. Three policy models are available which correspond to the HONcode 
main classes of sites, i.e. commercial, university and governmental. Usually university and 
governmental sites do not have the same needs about privacy with respect to commercial sites.

The generated policy is then available through the results of the PIPS trusted search engine and 
is identified using a unique code number, the HONConduct number (Figure 2).

The main advantage of this approach is that it enables avoiding accessing websites that do not 
respect the confidentiality policy before even reaching the site.26,27 Following the collection of 
information during the request for HONcode certification, three policy sections are dynamically 
created: Entity, Dispute and Statement. The Entity element gives a precise description of the legal 

Figure 1. The P3P XML policy is automatically generated from the Questionnaire and the HONcode 
review process from among three policy models. The website can then link to this policy



Gaudinat et al. 121

entity making the representation of the privacy practices. The Dispute elements describe dispute 
resolution procedures that may be followed for disputes about a site’s privacy practices. Statements 
describe data practices that are applied to particular types of data.

For the Entity part, we add a link to the human readable privacy statement identified during the 
HONcode review process. We also add some public information about business contacts (Figure 3). 
All other information remains confidential.

For the Dispute part, we provide a link to the HONcode certificate as well as to the description 
of certification. The goal is to offer a means pf handling user queries that exploits the HON complaint 
system.

XML, RDF and Dublin Core

XML and RDF are the current and de facto standards for establishing semantic interoperability on the 
Web.28 XML addresses document structure, whereas RDF facilitates interoperability as it provides a 
data model that, for example, can be extended to address sophisticated ontology representation tech-
niques. The Dublin Core Metadata Initiative (DCMI)29 is a metadata element set intended to facilitate 
the discovery of digital resources. Originally conceived for author-related descriptions of web resources, 
DCMI is now used by museums, libraries, government agencies, commercial organizations and some 
search engines. We have selected both these standards to allow interoperability between PIPS and the 
HON trusted search engine and also to possibly distribute our services on the SW.

With regard to DC, we maximized the use of its meta-tags (Tables 4 and 5 show the used meta-tags 
and their functions at page and document level). A number of meta-tags specific to our application, 
with the WRAPIN (Worldwide online Reliable Advice to Patients and Individuals) identifier, can be 
seen in Table 6. WRAPIN is a search engine that works with trustworthy sources. It can analyze web 
content provided by the user to guide them towards trustworthy web pages about the same topic.30)

<wrapin:p3p_policy> 

</wrapin:p3p_policy> 
http://debussy.hon.ch/cgi-bin/P3P/P3P.pl?HONConduct=HONConduct577616 

Figure 2. Link to the generated P3P policy from the trusted search results

< ?xml version= “1.0” encoding=”utf-8 ?>
<?meta name=”GENERATOR” content=”XML::Smart/1.6.9 Perl/5.008” ?>

<POLICIES xmlns=http://www.w3.org/2002/01/P3Pv1>
<POLICY name=”PrivacyPolicy” discuri=http://www.docdoc.com/privacypolicy.htm>

<ENTITY>
<DATA-GROUP xmlns=http://www.w3.org/2002/01/P3Pv1>

<DATA ref=”#business.name”>DocDoc</DATA>
<DATA ref=”#business.contact-info.postal.stateprov”>Texas</DATA>
<DATA ref=”# business.contact-info.postal.city”>Houston</DATA>
<DATA ref=”# business.contact-info.postal.country”>USA</DATA>

</DATA-GROUP>
</ENTITY> …

Figure 3. Beginning and entity part of the automatically generated P3P policy
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Table 4. Dublin Core (DC) Tagging at the results page level

Meta-Tag Function

dc:creator Creator of the results
dc:identifier URL of the WRAPIN query
dc:language Language of the result
dc:title Title of the results
dc:format Format of the result page
dc :type Type of the result page

Table 5. Dublin Core (DC) Tagging at the document level

Meta-Tag Function

dc:title Title of the document
dc:identifier URL of the document
dc:source Database that provided the result
dc:description Description of the document
dc:subject MeSH keyword
dc:lang Language of the document
dc:type Document type

Table 6. Specific Tags at different levels

Meta-Tag Function Level

wrapin:nbPages Number of relevant pages found Results
wrapin:sites Collection of relevant sites according to the query Site
wrapin:rank Rank of the site Site
wrapin:site Contain information about a site Site
wrapin:pages Collection of relevant pages (i.e. documents) according to the query Site
wrapin:page Contains information about a page Doc.
wrapin:pageScore Page score, according to the query Doc.
wrapin:seals Collections of seals for this page Doc.
wrapin:seal Seal such as HONCODE, MEDLINEPLUS or CISMEF Doc.
wrapin:sealName Seal name such as HONCODE, MEDLINEPLUS or CISMEF Doc.
wrapin:sealImage URL of the seal logo Doc.
wrapin:readability Estimation of the readability level for this page Doc.
wrapin:rdbFog Fog numerical equivalence for the readability level Doc.
wrapin:p3p_policy Reference to the default p3p policy made by HON automatically 

during the review Process
Doc.

wrapin:trusts Collection of detected quality criteria statement Site
wrapin:trust Name of the detected principle (H1 to H8), detected URL & score Site
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In Tables 5 and 6, the grey areas indicate the meta-tags related to the quality of information such 
as the Source, Seal, P3P policy and the indicator of trust. This last one is composed of:

1. the principle code (h1: authority, h3: privacy. . .);
2. the URL where it is possible to find the declaration;
3. the score.

Score is the indicator of content relevance of the URL to a given principle (e.g. a URL containing 
the term ‘policy’ may be relevant to principle three of HONcode).

3 Results and discussion

Our system is currently accessible through the PIPS search engine. Its results come from the com-
bination of two data sources: a set of more than 6800 websites certified by HON, and another set of 
7000 selected sites (not HONcode certified). Our system for quality criteria detection has been applied 
in the second set of sites. This system enables access to quality resources with higher confidence 
(Figure 4). Meta-information obtained by the system is either displayed within the search results 
or is employed to verify the adequacy of the sources as compared to the confidentiality profile of 
the user.

In Figure 4, the user has selected two ethical/quality filters (Authority and Privacy) and the 
prototype search engine gives access to a resource (non-certified) where the system has detected 
claims of Authority and Principle on the same site. Then, the user can easily check these claims by 
following the link provided by the search engine.

Figure 4. Prototype of the PIPS trusted search engine with quality filter facilities. In this example, the user 
is able to have access to the detected statements of authority and privacy
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Concerning the system for the automatic detection of principles, we are not yet able to assess its 
performance in real-life conditions, e.g. when used within a production search engine. In a previous 
study we used a Support Vector Machine (SVM) learning approach31 based on a corpus of manually 
reviewed HONcode websites composed of text samples for each of the eight HON principles (a total 
of 16,615 samples). In that study, our system obtained 76% for the detection of principles.20

However, despite these good results, a user evaluation using the search engine remains to be done. 
We are still far from claiming that “automatic accreditation” is possible. However, we do argue that 
such automatic mechanisms can contribute to the manual process of assessment of the quality of 
web pages.

The automatic generation of P3P remains a good means of its own promotion in the field of 
health-related web, provided that there is up-to-date and detailed information concerning the website. 
The charter of confidentiality, accessible by HONcode reviewers during the process of certification, 
is less detailed compared to the P3P policy. Therefore, the automatically generated P3P is certainly 
less detailed than the manual one. On the other hand, the HONcode review is performed once a 
year, so the automatically generated policy is more up-to-date than the manual one. Although the 
schemes implemented in this study are certainly insufficient, they can still serve as a good starting 
point for extending the P3P policy generated by our system.

The method and principles presented here are, of course, portable to other types of websites. Even 
though the HONcode principles are critical with regard to health information, it is obvious that any 
serious site has to publish information related to their transparency. In the absence of involved actors, 
such as HON in the case of health information, automatic solutions should at least be considered.

With the growth of folksonomies and their possible use for “collaborative trust” (i.e. manual 
tagging by the Web 2.0 user, see Web of Trust 32), it is reasonable to question whether older models 
of trust are still viable. However, we still believe that the model presented has a significant value 
as a result of its generality, and also its ability to overcome the new collaborative models by adding 
a more rigorous framework whose details of interaction remain to be defined.

While it is important to speak the same language, we think that the challenge is not really the 
vocabulary used to describe the quality of health web pages. We have seen that well designed systems, 
such as P3P or HIDDEL, are, in practice, not widely adopted. Obviously, complexity for both the 
producer and the end-user is one of the main limitations. However, concerning third party certifica-
tion, the maintenance cost is certainly the main limitation because of the need to continuously update 
the quality reviews of accredited websites: a task that requires a huge amount of human effort.

Conclusion

We showed that is possible to re-use a model of trust of “Web 1.0” from the point of view of the 
SW. Though far from perfect, this model allows the instantiation of the fundamental principles 
related to trust on the internet with some original elements. Access to the elements of this model is 
provided through a prototype search engine and the use of the RDF format.

We saw that automatic approaches could play a more important role in the future in our efforts 
to effectively process an increasing amount of available web content. While not yet fully evaluated, 
the use of a trusted search engine, consulting quality analysis results, can be a reliable solution. 
Target resources are analyzed offline and trusted search engine results come from local databases, 
avoiding possible heavy loads owing to real time analysis. In this direction, the filters proposed by 
the trusted search engine make it possible for the user to customize their search according to the 
detected principles of the HONcode.
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However, we should not merely concentrate our efforts on investigating ways for enriching trust 
information, either automatically or manually. Trustworthiness of information has a primarily ethical 
dimension. Alongside the efforts of expanding the use of HONcode, and of any other code of con-
duct, we should not forget that educating people, both producers and users of information, is probably 
the most critical issue. Producers of information must understand the need for trustworthiness in 
content; while, on the other hand, consumers of information should learn to actively demand trust-
worthiness (see Adams for discussion threads on this issue33).

Finally, the concept of “collaborative trust”, like the web page rank, can provide another clue to 
the quality of a source. The “collaborative trust” concept has the advantage of offering a coherent 
and systematic model. However, is it sufficient to address the problem of variable quality on the 
internet? Only a rigorous evaluation would help us clarify the pros and cons of this new paradigm. 
What is certain is that it is urgent to use all the sources of possible information related to trust in 
order to guarantee a trustworthy health Semantic Web.
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